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has been dedicated to countering this threat with software patches.
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flag non-exploitable gadgets as vulnerable, as shown in Figure 1.
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Figure 1. Gadgets incorrectly deemed vulnerable by prior scanners, Combarison with SOTA Scanners

though not exploitable by Spectre-V1 attacks. This results from P

overestimating the speculation window as the full Reorder Buffer size. Kocher’s HTTP oeres | ssen | @res e Linux
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We observe that the limited exploitabllity of these gadgets is due to #gadgets
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speculation window, a condition we term the 'windowing primitfive'. by SOTA

Our key insights include: >CannErs

- Windowing primitive constrains exploitability of gadgets. il

- Windowing primitive depends on the runtime behavior of gadgets. (')i‘ir::;ergai\; 1 80 0 3 49 16 755 17
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Figure 5. Enhanced accuracy in detection. Our approach achieves an
average reduction of 22.4% in false positives compared 1o SpecFuzz for
userspace applications and Kasper for the Linux kernel.

Our Approach: Exploitability Assessment
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higher score signifies greater exploitability of the gadgerts. Figure 7. Security impact of IP-based prefetcher. Our approach reveals

vt v ete . . that IP-based prefetcher significantly reduces the exploitability of 9
We propose exploitability assessment, which quantifies the gadgets, while simultaneously increasing the exploitability of 19 others.

windowing primitive at runtime, under a simulated attacker:

. In simulating an attacker, we emphasize two key characteristics of
attack patterns: enhancing the coexistence of the speculation Conclusion

and gadget windows while preserving their isolation. We focus on In This work, we propose exploitability assessment, an approach to
an attacker capable of widening the speculation window via model the windowing primitive of Spectre gadgets. Our implemented
cache eviction, proven most effective for Spectre-V1. While this approach:

has been the sole effective strategy to date, our methodology can

accommodate stronger capabilities.  Reduces false positives in SOTA works by 22.4% on average,

« Quantifies the exploitability of gadgets with fine-grained

« To quantity the windowing primifive, we assess the likelihood of precision,
fitting the gadget window within the speculation window during - Examines the security impact of prefetching techniques.
runtime. In particular, we approximate both windows through the
execution times of selected instructions. Then, we compare them These findings are corroborated by comprehensive case studies,

with a probabillistic equation, as shown in Figure 2. validating the effectiveness of our approach.




